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that you and your users must hold in confidence all usernames and passwords used for accessing the Services, and each user must 
immediately change their username/password combinations that have been acquired by or disclosed to an unauthorized third party. 
Additionally, you will notify Thomson Reuters if you become aware of any unauthorized third-party access to Thomson Reuters 
data or systems, and will use reasonable efforts to remedy identified security threats and vulnerabilities to your systems.   

 
 
2. DATA SECURITY CONTROLS  

 
2.1 Application Strategy, Design, and Acquisition.  

 
(i) Thomson Reuters will inventory applicable applications and network componen
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(iii)  Procedures will be maintained for visitors and guests accessing such Thomson Reuters facilities. 
(iv) Thomson Reuters will employ physical safeguards designed to protect Thomson Reuters Services systems from security threats 

and environmental hazards. 
 

2.7 Security Testing and Patching.   
 
(i) Thomson Reuters will perform security testing for common security coding errors and vulnerabilities against systems holding 

or processing Your Data in line with accepted industry standards. 
(ii) Thomson Reuters will regularly scan systems holding or processing Your Data for security vulnerabilities and resolve findings 

within commercially reasonable and industry standard timelines. 
(iii)  Thomson Reuters will follow a commercially reasonable and industry standard security patching process. 

 
2.8 Exchange, Transfer, and Storage of Information. 

 
(i) Thomson Reuters will encrypt Your Data when in transit externally and at rest including any data backups with commercially 

reasonable encryption algorithms.   
(ii) Thomson Reuters will also use encryption for Your Data being transmitted across the public Internet or wirelessly, and as 

otherwise required by applicable laws. This obligation will extend to Your Data 
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4.2 In the event of any such Security Breach, Thomson Reuters will take commercially reasonable measures and actions to remedy or 
mitigate the effects of the Security Breach and will perform a root cause analysis to identify the cause of such Security Breach. 

 
4.3 Upon Customer’s reasonable request, Thomson Reuters may provide documentation related to such Security Breach, including, 

to the extent known, a summary of the cause of such Security Breach and steps taken to remedy the Security Breach and to prevent 
a reoccurrence. Thomson Reuters will reasonably cooperate with Customer in seeking injunctive or other equitable relief against 
any such person deemed r-24.2 (s)9.5 (ona)4.2 (bl)6.49.5  (e)4 0.2.9 (ns)dhh9 (he)4.2 ( S)7.854 (en)-4  (s)9.5 
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of, or access to Your Data where such breach of security is likely to result in a significant risk of harm to you or your Data 
Subject(s) or where Thomson Reuters is required by Applicable Data Protection Law to notify you thereof.  
 
“Services” means the cloud computing services, software-as-a-service, online research services, Professional Services, as well as 
any products, including installed software, supplied by Thomson Reuters that are detailed in the applicable Ordering Document.  
 
“Usage Information” means (i) data and information related to your use of Thomson Reuters products, Services, information, 
Documentation which is aggregated and anonymized, including statistical compilations and performance information related to 
the provision and operation of our Property and (ii) any information, data, or other content derived from your access to or use of 
the Services, but does not include Your Data  
 
“Your Data” means information, data, and other content, in any form or medium, that is submitted, posted, or otherwise 
transmitted by you or on your behalf through the Services. For clarity, Your Data does not include any information belonging to 
Thomson Reuters or its licensors, including without limitation: any content provided by Thomson Reuters as part of the Services, 
authentication and security information, billing and customer relationship information, marketing information, and Usage 
Information. 
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